ThingHash™ — Executive Summary

A simple, user-centric way to secure devices and identities while saving time

1) What is ThingHash—in plain English?

ThingHash™ is a dynamic, on-device identifier that represents the real-world pattern of
existence of a person or device. Instead of depending on passwords, one-time codes, or

static IDs, it continuously blends multiple sighals—who/what, where, when, and how it
behaves—to confirm that “this is the right person on the right device in the right place.” The
result is silent, continuous, and far more reliable validation for people and machines alike.

In the 1TrueU™ ecosystem, ThingHash replaces brittle, central databases with

decentralized, dynamic cryptographic identifiers that are created and updated on the

device, under the user’s control.

2) Why leaders should care (time, security, simplicity)

Time saved, friction removed. Password resets, app lockouts, and MFA
interruptions waste millions of hours. Studies summarized in our cybersecurity
paper estimate ~11 hours per employee per year lost to password tasks—
translating into ~$56B in annual U.S. productivity costs. ThingHash cuts these
interruptions by validating who/what continuously in the background.

Security increased by design. Keys can be derived from the ThingHash itself, so
even if a credential leaks, it’s useless without the underlying, real-time pattern that
produced it. The identifier is non-static and constantly refreshed, making replay
and impersonation attacks far harder.

Individually-centric and private. Validation happens at the edge—on the user’s
own device(s)—minimizing data sent to the cloud and reducing enterprise data
liability. The architecture is designed so people retain autonomy while enterprises
get stronger assurance.

Simple to live with. Users see fewer prompts. Systems “just work” more often,
because trust is earned continuously rather than re-established with every click.
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3) How it works (without the math)
Multi-factor “pattern of existence.” ThingHash fuses:
e Device traits (e.g., IMEI, MAC, serial, model/firmware),
e Environmental signals (e.g., nearby networks/SSIDs, signal strength), and

« Behavioral patterns over time and space (when/where/how a device is typically
used),

into a single, dynamic cryptographic hash. Because it’s updated as conditions evolve, it’s
extremely hard to fake for long.

On-device creation and key use. Devices generate their own ThingHash and can derive
encryption keys from it to secure local data and communications—so only peers with the
right current pattern can decrypt. (Think: “keys that move with you.”)

Hierarchical trust, real-world fit. The platform distinguishes:
e 1TrueU-Prime (typically a smartphone) anchoring your identity,
e 1TrueU-Instanced devices (laptops/tablets) with privileged ties to the prime, and

e Non-instanced devices (routers, printers, loT) that still gain protection because the
prime/instanced devices can compute their ThingHashes and cross-check them.

This mirrors how we actually live and work—people, their laptops/phones, and their
homes/offices—so trust scales cleanly from the individual to households and enterprises.

4) What'’s different vs. today’s identity stack
Today’s status quo With ThingHash

Repeated logins, codes, device trust

¢ Silent, continuous validation reduces prompts
prompts

. . Dynamic, multi-signal identity that updates as
Static credentials (passwords, tokens)

you do
Central user profiles & large data Edge-first, decentralized validation reduces data
stores risk

Copyright © 2025 - Thomas W. Loker Page 2 of 6 Individual Centricity Corporation



Today’s status quo With ThingHash

Fewer interruptions & tickets; faster

Users fight friction; IT fights tickets .
time-to-work

Confidence-based checks that adaptto riskin

Binary access decisions ]
realtime

Sources and details: 1TrueU Instances (user burden & friction), and ThingHash/ICFA
whitepapers (edge-first, dynamic identity).

5) Intrinsic benefits—by stakeholder
For Individuals (employees, customers, citizens)

e Fewer stops and codes. Work flows with fewer context breaks; apps unlock as your
pattern confirms you.

e« More privacy. Minimal data leaves the device; validation is local whenever possible.

o Safer by default. A stolen password or one-time code alone is not enough without
your live pattern of existence.

For Enterprises (security, IT, operations, finance)

e Material time savings. Reduce help-desk volume for lockouts and resets; reclaim
time lost to MFA friction. (See ~$56B macro cost context; your org’s avoided cost
scales with headcount.)

e Lower breachrisk & liability. Less PIl in motion/storage and non-static identifiers
narrow the attack window.

e Zero-Trust alighment. Continuous validation strengthens posture without
punishing the user.

e Covers the long tail of devices. Even non-instanced loT endpoints get verifiable
patterns through prime/instanced cross-validation.

6) What signals go into a ThingHash? (examples)
e Phones: IMEI, SIM card details, device MACs

e Laptops/Tablets: device IDs, model/firmware, network adapters
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¢ Routers/Printers/loT: serials, MACs, firmware, operational logs
e Environment: nearby SSIDs and strengths; encryption types in range

 Behavior: time-of-day usage, travel/placement patterns, sanctioned peers it
normally “sees”
All signals are normalized and aggregated before hashing (e.g., SHA-256),
producing a reproducible yet evolving identifier.

Important: We avoid the outdated “fingerprint” analogy. ThingHash is not a static print—it’s
a living pattern that reflects how a thing exists and behaves across time and context.

7) Architecture fit: from the edge out

ThingHash is a practical expression of Individually-Centric Fractal Architecture (ICFA):
local agents (your devices) maintain their own generative models and make local,
context-aware inferences—minimizing latency, cloud dependence, and exposure. In
short: think and decide locally; share minimally.

In 1TrueU:
e The prime device anchors identity,
¢ Instanced devices extend it across your personal fleet, and

¢ Non-instanced devices are verified and re-verified by those two, creating a web of
trust across homes and enterprises.

8) Governance, privacy, and compliance

« Data minimization by default. Validation prefers outcomes (is the pattern right
now?) rather than collecting broad context, limiting what’s stored centrally.

e Reciprocal proof. Partners must also prove who/what they are—reducing
social-engineering risk. (Best-practice principles outlined in Instances paper.)

o Auditability. Confidence scores and pattern lineage can be logged without exposing
raw personal traits, supporting controls without growing data risk.

9) What to measure (KPls you can track)
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For CIO/CISO

e Reduction in password resets, lockouts, and MFA prompts per user

e Dropin account-takeover and “impossible travel” flags

¢ Meantime-to-access (MTA) for critical apps; SSO success rate on first attempt
For CFO/COO

e Help-deskticket volume and cost-per-ticket for access issues

e Productive time recaptured per employee (line-of-business validated)

¢ Reductioninincident/legal exposure from credential leakage

Background and cost context: productivity impacts and friction metrics documented in our
cybersecurity analysis.

10) Getting started (high-confidence first steps)

1. Select a high-value, high-friction journey (e.g., VPN/SSO into critical SaaS) and
enable ThingHash on a representative set of prime/instanced devices.

2. Enable non-instanced peers (e.g., office routers/printers/loT) for cross-validation
by those devices.

3. Instrument the KPls above; compare before/after friction, tickets, and risk
indicators.

4. Scale byrings (team > department - site), prioritizing journeys where users
complain about access friction or where risk is concentrated.

11) One-page takeaway (for your board)

¢« Problem: Static credentials and episodic MFA create huge friction and losses, yet
still fail under phishing and replay.

e Solution: ThingHash continuously validates who/what/where/how at the edge,
using dynamic, privacy-preserving patterns instead of static secrets.

+ Benefits: Time saved, risk reduced, happier users, lower data liability, and
coverage for the long tail of devices.
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e Fit: Aligns with zero-trust and modern edge architectures; deployable alongside
existing identity systems.

Notes & Sources (select highlights)

e ThingHash overview & benefits (dynamic, decentralized IDs; encryption derived
from ThingHash; user autonomy).

o Detailed signal sources & hashing process (device, environmental, behavioral;
normalization > aggregation > hashing).

e Prime/Instanced/Non-instanced device roles (privileged ties; cross-verification of
loT and legacy devices).

e User-experience gains & friction reduction (Instances paper; reciprocal
proof/minimal disclosure).

o Edge/ICFA foundations (localinference, privacy at the edge, decentralized control).

¢ Productivity loss baseline for access friction (password and MFA overhead;
~$56B macro estimate).

¢ Outcome-over-context rationale (attenuate proxy context; rely on observable
outcomes within user’s Markov blanket).

Bottom line: ThingHash™ gives organizations a simple, individually-centric way to raise
security while giving time back to their people. It makes your systems smarter about who
and what they are dealing with—quietly, continuously, and respectfully.
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